
October 2024 
Cybersecurity Awareness Month 

Protect yourself! 

1. Beware of phishing emails 
Phishing is when cyber criminals try to steal informaon with fake emails. They pretend 
to be someone else and want you to click on dangerous links. If an email seems weird, 
be careful, check who’s sent it and if their email matches who they say they are. 

2. Use Mul-Factor Authencaon (MFA) 
Get an extra layer of defense against hackers when you log in with MFA. It's like a text 
with a secret code that expires aer one use. 

3. Use a strong password or a passphrase 
Don't use the same password everywhere! Use leers, numbers, and symbols. 
The longer, the beer, and passphrases can help. 

4. Keep your soware up-to-date 
It reduces the risk of infecon from soware installed by hackers that can steal your 
informaon or spread viruses in your computer. 

5. Stay smart, stay safe on social media! 
Sharing personal informaon, like your full birthday, home address, or your locaon, can 
be used for identy the or bullying. 

6. Shields up – use secure Wi-Fi 
Public networks are unsecured. Someone could see what you’re doing online including 
logging in to email and bank accounts. 

7. Be aware of AI-driven scams 
Cybercriminals used advanced AI to create realisc images, text, voice, and video. This 
makes phishing and other scams harder to detect. Stay vigilant and double-check (e.g., 
verify the source, look for AI red flags and “arfacts” like urgent language, unnatural 
voices, or slightly distorted images, etc.) before you trust any unexpected 
communicaon. 
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